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International (RCI), and Royal College Foundation (collectively referred to as
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A. Administration
A1. Introduction to Crisis Management
Crisis Management prepares employees to deal with crises and to maintain time critical services.
Crisis Management at the Royal College fosters organizational resilience by leveraging standards and
best practices. It provides a versatile management system to:
• Clarify roles and responsibilities within crisis management;
• Define support requirements for incident response;
• Provide reasonable assurance that in the event of a disruption, the Royal College can maintain an
acceptable level of delivery of time critical services and activities; and
• Provide the Executive Directors’ Committee (EDC) with situational awareness and decisionmaking support.
Crisis Management Guidelines: Provides a framework
to effectively manage emergencies, incidents and
crises at all permanent and temporary locations for
the Royal College, Royal College International (RCI),
and Royal College Foundation (collectively referred to
as the Royal College). The Crisis Management
Guidelines is separated into two parts.
•

A. Administration: Contains details on the Crisis
Management Governance and authorities.

•

B. Implementation: Provides the tools, processes and
procedures to support the Crisis Management Team.

Crisis Management Guidelines
Emergency
Response Plan
Respon se Procedures
(Hazard Specific)

Business
Continuity Plan

Continuity Measures
and Arrangements
(Department Specific)

Figure 1: Crisis Management Overview

Emergency Response Plan: Focuses on protecting people and other physical assets of the Royal College.
It provides recommendations to ensure a coordinated response to various emergency situations
(Response Procedures).
Business Continuity Plan: Supports the continuation of the Royal College’s time critical services or
activities when an incident occurs or an event interrupts the usual delivery of services. With approval
from the CMT and/or EDC, department specific Continuity Measures and Arrangements will be
implemented. An incident could adversely impact the Royal College’s people, operations, technology,
and reputation.
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A2. Crisis Management Governance
The Crisis Management Governance establishes a streamlined decision-making structure without
reducing executive authority. The clearly defined flow of information supports expedient decisions and
rapid communications.

Executive Directors' Committee

Crisis
Management
Team Lead

Crisis
Management
Team

[ Emergency Response Team and/or
Business Continuity Team

High level direction
and strategic oversight

Coordination and
support

Direct incident
response

Figure 2: Crisis Management Governance

A3. Roles and Responsibilities
A3.1 Executive Directors’ Committee
The Executive Directors’ Committee (EDC) will be notified and convene,
when appropriate, based on the impact or potential impact of an
incident on Royal College assets/ operations. EDC members will gather
at a pre-determined location (physical or virtual) and provide strategic
guidance and direction related to incident management. They will rely
on information from the Crisis Management Team Lead (CMT Lead) in
making their decisions and providing guidance.

The EDC provides high
level direction and
strategic oversight

A3.2 Crisis Management Team Lead
Crisis management initiatives will be led by the Crisis Management Team Lead(s). They will approve crisis
management documentation and ensure that all staff are familiar with their roles and responsibilities in
the event of an incident.
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The Crisis Management Team (CMT) Lead will be determined based on availability and the nature of the
incident. Multiple personnel are trained to assume this role. The CMT Lead will exercise overall
management responsibility for activation, coordination, and demobilization of crisis management
activities.
A3.3 Crisis Management Team
The CMT provides central coordination and support before, during and post incident.
Before an Incident the CMT will:
 Oversee the development, implementation, and maintenance
of the Royal College Crisis Management documentation;
 Ensure that necessary resources are in place; and
 Ensure that they are prepared, at all times, to meet their
designated functional responsibilities.

It is expected that each
CMT Member will be
ready, at all time, to
assume their assigned
CMT role.

During an Incident the CMT will:
 Ensure that measures are taken to:
o Protect employees, visitors, Fellows, and volunteers;
o Maintain the security and protection of the facility, technological and physical assets
contained within;
o Minimize impacts on the organization;
 Return the organization to a state of normalcy as quickly as possible;
 As appropriate, inform all stakeholders of the incident in a timely manner with complete and
factual information, while maintaining confidentiality and privacy;
 Support the Emergency Response Team; and
 Initiate the Business Continuity Plan, if deemed necessary.
Post-Incident the CMT will:
 Ensure the incident has been resolved;
 As appropriate, notify staff and EDC that the incident has been resolved;
 Conduct a de-brief and evaluation of the incident to gather feedback on opportunities to
strengthen processes and plans; and
 Prepare a management action plan based on the de-brief and evaluation.
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A3.4 Emergency Response Team
Members of the Emergency Response Team (ERT) will be engaged to support the
development and validation of program documentation. In an incident, the ERT
provides initial screening and triage evaluation of calls received to the Emergency
Alert Line. The ERT will notify the CMT Lead of all incidents and assign requests for
assistance as appropriate.
ERT members follow policies and procedures contained within the Emergency
Response Plan. The ERT is also responsible for communicating instructions to
Emergency Wardens, employees, and visitors in their assigned area.
Members of these teams will be engaged to support the
development and validation of program documentation.
Refer to the Emergency Response Plan for details on roles
and responsibilities of the Em ergency Response Team.
A3.5 Business Continuity Team
Members of the Business Continuity Team (BCT) will be
engaged to support the development and validation of
170.74!
program documentation. In an incident, the BCT will be
engaged, as required, to support the continuation of the
Royal College’s time critical services or activities when an
incident occurs or an event interrupts the usual delivery of
services.
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A4. Awareness and Training
The Royal College will foster awareness of crisis management throughout the organization. It is the
responsibility of the Corporate Services and Facility Management, in partnership with the
Communications and Marketing to ensure that crisis management concepts are communicated on an
annual basis to all departments. Crisis management documentation will be posted on the Royal College
Intranet.
At a minimum, training will be provided annually and in the following situations:
✓
For new employees during their orientation period,
✓
For existing employees when there is a change in their crisis management role(s), and
✓
When crisis management processes or procedures undergo a significant revision.

A5. Exercising and Testing
Participation in an annual scenario-based exercise is a mandatory requirement for primary and alternate
CMT, ERT and BCT members. The objective of this exercise will be to provide team members an
opportunity to practice their roles and identify opportunities to strengthen crisis management processes
and procedures. Ex e rc is e the Pe opl e – Te s t th e Pl ans

A6. Review and Maintenance
To ensure that crisis management practices continue to meet the needs of the organization, adjustments
to documentation may be made based on changes in services, activities, resources, or the threat
environment.

A7. Make Improvements/Acknowledge Success
Opportunities to enhance crisis management processes, procedures and documentation will be
identified and implemented as we practice and live through real crises. Success will be acknowledged as
members of the CMT, ERT and BCT become comfortable in their roles, and employees feel prepared to
deal with crises.

A8. References
Crisis Management at the Royal College leverages internationally recognized standards and the
professional practices/practice guidelines of two international certification bodies.
o CSA Z1600-17, Emergency and continuity management program.
o NFPA 1600-2016, Standard on disaster/emergency management and business continuity/
continuity of operations.
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o ISO 22320:2018, Security and resilience — Emergency management — Guidelines for incident
management
o ISO 22301:2012, Societal security — Business continuity management systems — Requirements.
o DRI International, Professional Practices for Business Continuity Practitioners, 2016.
o Business Continuity Institute (BCI), Good Practice Guidelines, 2013 Global Edition.

A9. Definitions/Glossary
Royal College

Royal College of Physicians and Surgeons of Canada

EDC

Executive Director Committee

CMT

Crisis Management Team

ERT

Emergency Response Team

BCT

Business Continuity Team

Emergency

A present or imminent event that requires prompt coordination of actions
concerning persons or property to protect the health, safety or welfare of people,
or to limit damage to property or the environment.

Incident

A situation that might be or could lead to, a disruption, loss, emergency, or crisis.

Crisis

Events that have the potential to cause significant security, financial, or
reputational impacts.

A10. Inquiries
For information or clarification, please contact: Executive Director, Chief Financial Officer and Chief
Operating Officer.
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B. Implementation
B1. Crisis Management Team Membership
CMT members are predetermined and have been trained on expectations relative to their assigned CMT
roles. The CMT Lead will consider the size and complexity of the incident in determining which members
to engage. In addition to the CMT roles outlined below, subject matter experts may be engaged to
provide departmental or subject specific information.
The CMT Role Assignment and CMT Contacts will be reviewed annually. When faced with personnel
changes, the vacant position will be filled by the next person trained for the specific role. During the
annual review, a discussion around filling vacant role(s) on a permanent basis will take place.
For the list of identified CMT members, refer to CMT Role Assignment and CMT
Contacts (Crisis Management Guidelines, Appendi x 1)

CMT Lead

—1 Legal Counsel

HCommunications
Operations

PSOD
IMTS

Planning

Logistics

Finance/Admin

Business
Continuity
Coordinator

CSFM
Figure 3: Crisis Management Team Membership

Mr.
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CMT Roles
Crisis Management
Team Lead

Responsible to
Exercise overall management responsibility for activation, coordination, and
demobilization of crisis management activities.

(CMT Lead)

Follow the Planning Cycle and develop incident objectives.
Monitor objectives continuously to ensure appropriate actions are taken and
any necessary modifications are addressed.
Ensure appropriate staffing levels and resources are established and
maintained to support organizational effectiveness.
Liaise with the EDC.

Legal Counsel
Communications
Operations1

o PSOD

Develop and recommend measures for limiting risk, and advising on legal or
privacy aspects that need to be considered in the resolution of an incident.
Ensure internal and external communications, act as Spokesperson and
primary point of contact for outside agencies.
Coordinate tactical actions at the incident and recovery sites.
The CMT Lead(s) will be determine which member is most appropriate based
on availability and the nature of the incident.
Provide people services and support requirements to the incident.
(People Services and Organizational Development)

o IMTS
o CSFM

Planning2
o Business
Continuity
Coordinator
Logistics3
Finance

Coordinate technical resources to provide and restore services. Monitors and
informs of IT security risks, and system availability.
Coordinate building, travel, security and insurance services, as well as space
resources by liaising with external partners when needed to support the
incident
Collect, evaluate, process, and disseminate information for use at the incident
site.
Advise on business continuity requirements based on identified time critical
services and activities.
Provide service and support requirements to the incident.
Manage all financial aspects of an incident.

For more details on responsibilities of each CMT role, refer to the CMT Checklists.
(Crisis Management Guidelines, Appendix 2)

1

Note that these positions are created in the context of crisis management and are separate from the lines of business at the
Royal College. i.e. Planning does not refer to the Planning Department at the Royal College.
2
See above.
3
See above.
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B2. Approval and Authority Level of the CMT Lead During an Incident
During an incident that requires prompt action, beyond normal procedures, in order to limit damage to
persons, property, or the environment, the CMT Lead is authorized to:
 Activate and manage the CMT,
 Manage response and recovery activities, and
 Provide the EDC with regular situation reports.
Where decisions exceed the authority of the CMT Lead, Executive Directors’ Committee approval is
required.

B3. Crisis Management Implementation
1 Identify threat or
incident

3
2

Notify CMT Lead

Assess situation

Yes

5
Monitor

No

Yes
Engage CMT
members

8
IF Impact is on
Royal College
physical assets

IF Impact is on
ability to deliver
time critical
services/activities

Follow
Emergency
Response Plan

Follow Business
Continuity Plan

Figure 4: The Phases of Crisis Management Implementation
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Phase

Action Required

1

Identify threat or
incident

ANY staff or volunteer of the organization may report a potential

2

Notify CMT Lead

A CMT Lead receives information of a threat or incident.

3

Assess situation

The CMT Lead will obtain a basic understanding of what is happening
and the potential impact on people, assets, and operations.

4

Impact or potential
impact?

Yes The CMT Lead will Engage CMT members.

Monitor

The CMT Lead will place resources on standby.

5

or active threat that may impact the organization or interrupt service
delivery. *IMTS will follow the IMTS Incident Process.

No

The CMT Lead will continue to Monitor the situation until such
time as operations are significantly impacted or it is appropriate
to demobilize.

The CMT Lead will communicate with the EDC and other stakeholders,
as appropriate.

6
7

Threat or incident
remains?

Yes The CMT Lead will continue to Assess situation.

Engage CMT members

The identified CMT Leads will determine who is most appropriate to
lead given the nature of the incident.

No

The CMT Lead will advise personnel to Demobilize.

The CMT Lead will:
• Engage CMT members, as required, based on the nature of the
incident,
• Apprise the EDC of the situation and agree on status update
schedule, and
• Ensure timely messaging to internal and external stakeholders.

8

9
I

IF Impact is on Royal
College physical assets

The CMT and Emergency Response Team will follow procedures as
outlined in the Emergency Response Plan.

IF Impact is on ability
to deliver time critical
services/activities

The CMT and Business Continuity Team will follow procedures as
outlined in the Business Continuity Plan. With approval from the CMT
and/or EDC, department specific Continuity Measures and
Arrangements will be implemented.

Demobilize

The CMT Lead will initiate activities to demobilize activated team
members.
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B4. The Planning Cycle
To support efficient and effective management of the incident, the Crisis Management Team will follow
a defined planning cycle.
Assess the Situation:
The CMT will gather information from the ERT
and BCT on the current status of the incident.
Establish Incident Objectives:
The incident objectives define what must be
done to achieve the priorities based on best
knowledge of the current situation and the
resources available. The CMT Lead should
establish incident objectives that are clear,
measurable, achievable and flexible.
Complete Incident Action Plan (IAP):
The IAP is a tool used to capture the overall
strategy for managing an incident. At
minimum, the IAP should outline the
objectives that must be achieved to resolve
the incident, the strategies that will be used
to achieve the objectives, and the tactics
required to implement the strategies in the
safest manner possible.

Implement the
Plan

Assess the
Situation

Establish
Incident
Objectives

Inform the EDC

Complete
Incident
Action Plan

Figure 5: The Planning Cycle

Inform the EDC:
The CMT Lead will brief the EDC using information gathered on the IAP. It is important to synchronize the
EDC briefings with the planning cycle to ensure that issues warranting direction and decisions from the
EDC are identified.
Implement the Plan:
The IAP is evaluated at various stages in its development and implementation to ensure that the
objectives are met and effectiveness is assured.
To support implementation of the Crisis Management Guidelines, refer to Forms
and Tools (Crisis Management Guide lines, Appendix 3).
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Appendices
1a. CMT Role Assignment
1b. CMT Contacts
2a. CMT Lead Placemat
2b. CMT Checklists
3. Forms and Tools


Incident Log - The Incident Log is used to record details of significant actions and events of an
individual or team within the CMT structure. Incident logs provide a basic reference from which
to extract information for inclusion in any post incident report.



Incident Action Plan (IAP) - The Incident Action Plan (IAP) specifies the objectives, actions
required and other appropriate information to manage the incident.



Situation Report (SitRep) - This tool provides a structure to consolidate information required to
brief the EDC and track strategic directives and approvals.
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CMT LEAD
The CMT Lead will be determined based on availability and the nature of the incident.
Andre St-Pierre - Tim Julien - Bonnie Seidman - Jessica Hertzog-Grenier

CRISIS MANAGEMENT TEAM
CMT members are predetermined and have been trained on expectations relative to their assigned CMT roles.
The CMT Lead will consider the size and complexity of the incident in determining which members to engage.
In addition to the roles outlined below, subject matter experts may be called upon to provide departmental or
subject-specific information.
CMT ROLE

PRIMARY

ALTERNATE #1

ALTERNATE #2

Legal Counsel

Emily Joyce

Tim Julien

Gowlings

Communications

Janis Hass

Jessica HertzogGrenier

Sarah Matthews

Operations

PSOD

Wendy Bird-Routliffe

Bonnie Seidman

IMTS

Louis Carriere

Michel Devost

Serge Cayouette

CSFM

Yvonne Moussa

Maurice Dionne

Crystal Egan

Logistics

Nadia Ferrante

Patricia Hill

Dianne Dodds

Finance

Anita Herweyer

Leah Mikkelsen

Planning (working as a group)

Ted Macias, Janet Marris-Craston, Ingeborg Hatch

Business Continuity
Coordinator

Carolina Bruniera

Crystal Egan

Tim Julien

The CMT Role Assignment will be reviewed annually. When faced with personnel changes, the empty
position will be filled by the next person trained for the specific role. During the annual review, a
discussion around filling the empty role(s) on a permanent basis will take place.

1

CMT LEAD ROLE
The CMT Lead will exercise overall management responsibility for activation, coordination
and demobilization of crisis management activities.
The CMT Lead will be determined based on availability and the nature of the incident. A
short list of personnel have been trained to assume this role.
CHECKLIST OF GENERAL ACTIVITIES
☐ Receive notification of a possible or actual incident.
☐ Assess the situation to determine the appropriate support required.
☐ Determine appropriate CMT meeting location.
Engage CMT members, as appropriate, and provide them with details on when and
☐
where to meet.
Consider engaging specialists early in the process to support crisis management
☐
governance.
Engage the Communications team to support strategic discussions for sensitive, high
☐
profile situations.
☐ Make CMT team aware that disruption may take place.
☐ Make Leadership team aware that disruption may take place.
Designate a scribe to support as required.
☐
Assign responsibility to log significant actions and events.
☐ Provide CMT members with details on when and where to meet.
☐ Apprise EDC of the situation and agree on status update schedule.
☐ Gather incident related information from the ERT.
☐ Implement the Crisis Management Planning Cycle.
☐ Establish incident objectives and communicate them to the CMT.
☐ Coordinate response and recovery activities and provide leadership to the CMT.
☐ Schedule meetings and briefings.
☐ Ensure welfare and safety of all staff.
☐ Approve and authorize implementation of the Incident Action Plan.
☐ Coordinate with Logistics to establish priorities for resources.
☐ Provide regular updates to the EDC, President and Executive Committee.
☐ Implement and coordinate the strategic direction from the EDC.
With support from Communications, identify site-spokesperson. Communicate this to
☐
CMT and other stakeholders, as appropriate.
☐ Ensure stakeholders receive timely status updates.
☐ As required, transfer responsibilities to another CMT Lead.
☐ Ensure that all required forms or reports are completed.
☐ Authorize demobilization when appropriate.
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AUTHORITY

PLANNING
CYCLE
Implement
the Plan

Assess the
Situation

Establish
Incident
Objectives

Inform the
EDC
Complete
Incident
Action
Plan

During an incident that requires prompt
action, beyond normal procedures, in order
to limit damage to persons, property, or the
environment, the CMT Lead is authorized to:
 Activate and manage the CMT,
 Manage response and recovery activities,
and
 Provide the EDC with regular situation
reports.
Where decisions exceed the authority of the
CMT Lead, Executive Directors’ Committee
approval is required.

MEETING AGENDA
Purpose
Participants
Documents
required (Inputs)
Agenda

Documents
produced

Create Incident Action Plan
CMT
Incident Action Plan from last operational period if available
AGENDA TOPIC
1. Overview of the situation
2. Review existing Incident Action Plan (if available)
3. Review details of the communication strategy
4. Discuss issues requiring direction/ decisions and populate
Incident Action Plan for this operational period
(Round table discussion)
7. Provide approval of the Incident Action Plan and Situation
Report direction

Incident Action Plan

Situation Report

C M T M E E T I N G L O C AT I O N S ( PROPOSED )
Room L502
Ext 403

Room 257
Ext 267

Lead by

Crisis Management Implementation
Identify threat or
incident

1

3
Notify CMT Lead

Assess situation

Yes

5
No

Monitor

Yes
7

Engage CMT
members

8
IF Impact is on
Royal College
physical assets

IF Impact is on
ability to deliver
time critical
services/activities

Follow
Emergency
Response Plan

Follow Business
Continuity Plan

Phase

Action Required

1

Identify threat or
incident

ANY staff or volunteer of the organization may report a potential

2

Notify CMT Lead

A CMT Lead receives information of a threat or incident.

3

Assess situation

The CMT Lead will obtain a basic understanding of what is happening
and the potential impact on people, assets, and operations.

4

Impact or potential
impact?

Yes

The CMT Lead will Engage CMT members.

No

The CMT Lead will continue to Monitor the situation until such
time as operations are significantly impacted or it is appropriate
to demobilize.

Monitor

The CMT Lead will place resources on standby.

5

or active threat that may impact the organization or interrupt service
delivery. *IMTS will follow the IMTS Incident Process.

The CMT Lead will communicate with the EDC and other stakeholders,
as appropriate.

6
7

Threat or incident
remains?

Yes

The CMT Lead will continue to Assess situation.

No

The CMT Lead will advise personnel to Demobilize.

Engage CMT members

The identified CMT Leads will determine who is most appropriate to
lead given the nature of the incident.
The CMT Lead will:
• Engage CMT members, as required, based on the nature of the
incident,
• Apprise the EDC of the situation and agree on status update
schedule, and
• Ensure timely messaging to internal and external stakeholders.

8

9

IF Impact is on Royal
College physical assets

The CMT and Emergency Response Team will follow procedures as
outlined in the Emergency Response Plan.

IF Impact is on ability
to deliver time critical
services/activities

The CMT and Business Continuity Team will follow procedures as
outlined in the Business Continuity Plan. With approval from the CMT
and/or EDC, department specific Continuity Measures and
Arrangements will be implemented.

Demobilize

The CMT Lead will initiate activities to demobilize activated team
members.

••
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CMT LEAD
The CMT Lead will exercise overall management responsibility for activation,
coordination, and demobilization of crisis management activities.
The CMT Lead will be determined based on availability and the nature of the incident. A short list of
personnel have been trained to assume this role.

CHECKLIST OF GENERAL ACTIVITIES
☐ Receive notification of a possible or actual incident.
☐ Assess the situation to determine the appropriate support required.
☐ Determine appropriate CMT meeting location.
☐ Engage CMT members, as appropriate, and provide them with details on when and where to meet.
☐ Consider engaging specialists early in the process to support crisis management governance.
Engage the Communications team to support strategic discussions for sensitive, high-profile
☐
situations.
☐ Make CMT team aware that disruption may take place.
☐ Make Leadership team aware that disruption may take place.
Designate a scribe to support as required.
☐
Assign responsibility to log significant actions and events.
☐ Apprise EDC of the situation and agree on status update schedule.
☐ Gather incident related information from the ERT.
☐ Implement the Crisis Management Planning Cycle.
☐ Establish incident objectives and communicate them to the CMT.
☐ Coordinate response and recovery activities and provide leadership to the CMT.
☐ Schedule meetings and briefings.
☐ Ensure welfare and safety of all staff.
☐ Approve and authorize implementation of the Incident Action Plan.
☐ Coordinate with Logistics to establish priorities for resources.
☐ Provide regular updates to the EDC, President and Executive Committee.
☐ Implement and coordinate the strategic direction from the EDC.
With support from Communications, identify site-spokesperson. Communicate this to CMT and
☐
other stakeholders, as appropriate.
☐ Ensure stakeholders receive timely status updates.
☐ As required, transfer responsibilities to another CMT Lead.
☐ Ensure that all required forms or reports are completed.
☐ Authorize demobilization when appropriate.
1
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LEGAL COUNSEL
As a Crisis Management function, Legal Counsel is responsible to develop and
recommend measures for limiting risk, and advise on legal and privacy aspects that need
to be considered in the resolution of an incident.
CHECKLIST OF GENERAL ACTIVITIES
☐ Receive details from the CMT Lead on where and when to meet.
☐ Check in and obtain briefing from CMT Lead.
☐

Identify and maintain a list of legal resources that may be of assistance during an incident.

☐ Identify legal requirements and constraints on action related to potential crises.
☐ Assess whether crisis has any privacy implications.
☐ Assess the risk of crisis management activities to the organization.
☐ Inform CMT Lead of any legal risk to staff.
☐ Discover legal responsibilities towards a victim and dependents.
☐ Advise on legal aspects that need to be considered in the resolution of an incident.
☐ Ensure that all required forms, legal documentation or reports are completed. (eg. MOL reports)
☐ Demobilize or transfer responsibilities as instructed by the CMT Lead.
☐ Provide input to plan updates based on lessons identified.
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COMMUNICATIONS
As a Crisis Management function, Communications is responsible for internal and
external communications, act as Spokesperson and be the primary point of contact for
outside agencies.
CHECKLIST OF GENERAL ACTIVITIES
☐ Receive details from the CMT Lead on where and when to meet.
☐ Check in and obtain briefing from CMT Lead.
☐

Identify potential locations that could be used as media briefing centres, if appropriate.

Create an inventory of local authorities that the organization may have a relationship with during
an incident.
Speak to employees during team selection and training to ensure all participants are aware of their
☐
organizational responsibilities and identify any conflict with commitments to the community.
Manage communications with internal and external stakeholders based on the information
☐
available in the EOC and approved for dissemination by the CMT Lead.
☐

☐ Identify systems and procedures to notify the media, if deemed necessary.
☐ Prepare standard media messaging that could be used, as soon as possible, in an incident.
☐ Train staff to manage media requests.
☐

Identify and keep a list of current key stakeholders, both internal and external to the Royal College,
to be contacted in an incident.

☐ Identify systems and procedures to communicate with staff and Fellows in an incident.
☐ Establish contact with the executive directors, CEO and President, if deemed necessary.
☐ Develop a crisis communication strategy specific to the incident in consultation with the CMT.
☐ Draft a statement for release to the staff and Fellows, to be approved by the CMT Lead.
☐

Draft preliminary media statement for approval by the CMT and prepare appropriate background
information to distribute to the media.

☐ Coordinate dissemination of statements to media, staff and fellows.
☐ Control media access to staff, fellows and their familiar, particularly to the families of any victims.
☐

Prepare message for the units hosting the meetings (Meeting Administrators in Gov, Specialties,
ESID and exam facilitators in Exams)

☐ Contact and communicate with key stakeholders.
☐ Ensure that all required forms or reports are completed.
☐ Demobilize or transfer responsibilities as instructed by the CMT Lead.
☐ Provide input to plan updates based on lessons identified.
3

••

Crisis Management Guidelines
Appendix 2B: CMT Checklists

ROYAL COLLEGE
COLLEGERGIE
ROYAL
OF PHYSICIANS AND SURGEONS OF CANADA

,

DES ME DECINS ET CHIRU

NS DU CANADA

OPERATIONS
As a Crisis Management function, Operations is responsible to coordinate tactical actions
at the incident and alternate sites. The CMT Lead will be determine which member is most
appropriate based on availability and the nature of the incident.

CHECKLIST OF GENERAL ACTIVITIES
☐ Receive details from the CMT Lead on where and when to meet.
☐ Check in and obtain briefing from CMT Lead.
☐ Assess the current situation.
☐ Interface with and provide tactical support for the ERT and business continuity coordinator.
☐ Coordinate with Logistics to establish priorities for resources.
☐ Inform CMT Lead of current status of activities.
☐ Log all calls coming into the CMT and relay information to the other CMT members.
☐ Ensure that all required forms or reports are completed.
☐ Demobilize or transfer responsibilities as instructed by the CMT Lead.
☐ Provide input to plan updates based on lessons identified.
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PSOD
As a Crisis Management function, People Services and Organizational Development
(PSOD) is responsible to provide staff resources and services to support the incident and
support people issues.
Wellness of Peopl e: Provide guidance and work closely with other team members to prevent workplace
accidents and injuries when implementing the Incident Action Plan.
• PSOD
• Corporate Services
• Emergency Wardens
• Joint Health and Safety Committee
• Trained medical personnel
• Mental Health First Aiders
• Morneau-Shepell EAP
Contact Emergency Services if needed
• Emergency: 911
Police non-emergency line: 613-236-1222, https://www.ottawapolice.ca/en/contact-us/Online-Reporting.asp

CHECKLIST OF GENERAL ACTIVITIES
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐

Receive details from the CMT Lead on where and when to meet.
Check in and obtain briefing from CMT Lead.
Provide for immediate safety and health of staff (floor warden info updates from supervisors)
Determine if any casualties and ensure provision of immediate assistance
Access up-to-date contact information and emergency contact information for employees
Alert and mobilize PSOD personnel, including EFAP on site as require
Active PSOD emergency line (613- 697-1064 (Bonnie) or 613-513-9146 (Nancy)
Arrange the provision of assistance and welfare to the family of victim(s).
Provide regular briefings to the family of any victim(s) on the progress of the incident and arrange
timing and content of briefings.
Monitor employee morale and advise the CMT of this status.
Determine if staff requires additional support during the incident (accommodations, childcare,
transportation, counselling, etc.).
Implement an internal communication plan, based on urgent needs and available human resources
in cooperation with Communications.
Locate or acquire staff to fill gaps (using Emergency Wardens and other CMT members)
Keep a log of discussions, planning and decision making.
Ensure that all required forms or reports are completed.
Demobilize or transfer responsibilities as instructed by the CMT Lead.
Provide input to plan updates based on lessons identified.
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IMTS
As a Crisis Management function, Information Management and Technology Services
(IMTS) is responsible to coordinate technical resources to provide and restore services.
Monitors and informs of IT security risks, and system availability.
Information:
Alert network admins and 3rd-party security providers
• Red Canary – (844) 675-7331, support@redcanary.com (Adam Mathis)
• A2N - (613) 591-1744, Neil Bharadia/Kenneth Hartlaub
• PRTG – Network Admin Team (Chris, Fred, Ahmed)
• AMS – Marie
• Premiere - Marie
• RCMP - 613-993-5202
Initiate Breach Response Plan if an exploit is detected.
Monitor the CMT response for security risks and vulnerabilities.

CHECKLIST OF GENERAL ACTIVITIES
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐

Receive details from the CMT Lead on where and when to meet.
Check in and obtain briefing from CMT Lead.
Prepares room with technological requirements (phone lines etc.)
Provide reports on IMTS system status and connects with service providers
Advises on IMTS policies and procedures during an incident.
Activates an IT-specific response team and manages them independently.
Identify and maintain list of IMTS resources that may be of assistance during an incident.
Identify IMTS requirements and constraints on action related to potential crises.
Assess the risk of response and recovery measures to the organization.
Inform CMT Lead of any risk to staff.
Advises on potential risks in information technology and procedures in place to mitigate.
Ensure that all required forms or reports are completed.
Demobilize or transfer responsibilities as instructed by the CMT Lead.
Provide input to plan updates based on lessons identified.
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CSFM
As a Crisis Management function, Corporate Services & Facilities Management is
responsible to coordinate building, travel and insurance services, as well as space
resources by liaising with external partners when needed to support the incident.
CHECKLIST OF GENERAL ACTIVITIES
☐ Receive details from the CMT Lead on where and when to meet.
☐ Check in and obtain briefing from CMT Lead.
☐ Perform an initial assessment of the properties general condition

☐

Activate property management company and engage third-party service providers if necessary
• Colonnade (613) 225-8118
• Minto (Lansdowne): / Minto (incl. after hours): 613.786.3000 Marc Nelson (Building Operator)
•
•

Carolina Bruniera (CSFM Manager) 613-292-7693
Charles Phillipe (Building Operator) 819-230-9678

☐ Check status of gates at Echo

☐

☐
☐
☐
☐
☐
☐
☐
☐
☐
☐
☐

Ensure the premises are secured and access controlled (readers, cameras)
• Paladin Security Operations Centre: 1-877-916-6767
• Paladin Security, Corporate Services, Guards ext 201
• Honeywell: 1 (877) 487-6720
• Alarm Monitoring Company: Convergint 613-842-8228
If readers are down, alert line personnel have access to master key located outside of building
Manage reception area and liaise with service desk to activate voice crisis message
Monitor essential building equipment supply levels and re-fuel if needed.
Address incoming and outgoing mail if necessary
Liaise with JHSC in case of critical injuries or fatalities
Activate crisis space plan (allocation of workstations) as well as recovery locations in coordination with
Business Continuity team
Maintain adequate insurance coverage.
Ensure that all required forms or reports are completed.
Report or consult broker in case insurance is required.
Demobilize or transfer responsibilities as instructed by the CMT Lead.
Provide input to plan updates based on lessons identified.
Receive details from the CMT Lead on where and when to meet.
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PLANNING
I

As a Crisis Management function, Planning is responsible to collect, evaluate, process,
and disseminate incident related information.
CHECKLIST OF GENERAL ACTIVITIES
☐ Receive details from the CMT Lead on where and when to meet.
☐ Check in and obtain briefing from CMT Lead.
☐ Determine current resource status, situation status, and incident objectives.
☐ Develop the incident action plan for each planning cycle.
☐ Advise CMT Lead on plan conflicts and discrepancies.
☐ Gather all incident related documentation.
☐ Compile, maintain and display incident status information.
☐

Maintain current organizational structure diagram indicate which functions are active and who is
assigned the role.

☐ Summarize incident status reports for submission to EDC.
☐ Plan for response and recovery activities beyond the next planning cycle.
☐ Ensure that all required forms or reports are completed.
☐ Demobilize or transfer responsibilities as instructed by the CMT Lead.
☐ Provide input to plan updates based on lessons identified.
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BUSINESS CONTINUITY COORDINATOR
I

As a Crisis Management function, the Business Continuity Coordinator is responsible to
directly supervise all business continuity related activities at the alternate site(s), manage
the actions with internal and external stakeholders as required by the Continuity
Measures and Arrangements, and provide the CMT Lead with current status information.
CHECKLIST OF GENERAL ACTIVITIES
☐ Receive details from the CMT Lead on where and when to meet.
☐ Check in and obtain briefing from CMT Lead.
☐ Assess the current situation.
☐ Review and implement Continuity Measures and Arrangements.
☐ Establish and coordinate activities at the alternate site(s).
☐ Refer to the time critical activities and remind CMT of them
☐ Inform the CMT Lead of current status information and resource requirements.
☐ Inform CMT Lead of any major changes or issues which could impact recovery times.
☐ Ensure that all required forms or reports are completed.
☐ Demobilize or transfer responsibilities as instructed by the CMT Lead.
☐ Provide input to plan updates based on lessons identified.
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LOGISTICS
As a Crisis Management function, Logistics is responsible to provide service and support
requirements to the incident.
CHECKLIST OF GENERAL ACTIVITIES
☐ Receive details from the CMT Lead on where and when to meet.
☐ Check in and obtain briefing from CMT Lead.
☐ Set up, maintain, and arrange space for the CMT meeting location.
☐ Arrange for alternate meeting space if necessary (exams, meetings and catering functions)
☐

Ensure the proper handling and secure storage of material likely to be used as evidence by law
enforcement agencies, if necessary.

☐ Act as scribe to record all significant actions and events as requested by the CMT Lead.
☐

Collect necessary information for preparation of an insurance claim (Managed by Corporate
Services).

☐ Distribute functional checklists to the CMT as assigned.
☐ Locate or acquire equipment, supplies, facilities, and transportation.
☐

Arrange for food, lodging and other support services, as required for functions designated within
the CMT structure.

☐ Coordinate with Operations to establish priorities for resources.
☐ Coordinate with Finance to acquire and maintain necessary resources.
☐ Ensure that all required forms or reports are completed.
☐ Demobilize or transfer responsibilities as instructed by the CMT Lead.
☐ Provide input to plan updates based on lessons identified.
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FINANCE
As a Crisis Management function, Finance is responsible to manage all financial aspects
of the incident.
CHECKLIST OF GENERAL ACTIVITIES
☐ Receive details from the CMT Lead on where and when to meet.
☐ Check in and obtain briefing from CMT Lead.
☐ Identify and ensure compliance with applicable financial guidelines and policies.
☐

Establish the procedure to be used in accounting for money, or alternative, to be disbursed in the
resolution of the incident.

☐ Establish authorities for expenditure of funds by CMT and ERT members during an incident.
☐ Ensure that funds are available as necessary for resolution and operating expenses of ERT and BCT.
Monitor incident related expenses
• Claims and compensation, and
☐
• Employee and family support.
☐ Arrange for increases in credit card limits.
☐ Manage incident procurement authorization.
☐ Ensure that all required forms, legal documentation or reports are completed.
☐ Demobilize or transfer responsibilities as instructed by the CMT Lead.
☐ Provide financial and cost-analysis input
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Incident Log – pg 2
The Incident Log is used to record details of significant actions and events of an individual or team within the
CMT structure. Incident logs provide a basic reference from which to extract information for inclusion in any
post-incident report.

Incident Action Plan (IAP) – pg 5
The Incident Action Plan (IAP) specifies the objectives, actions required and other appropriate information to manage
the incident.

Situation Report (SitRep) – pg 9
This tool provides a structure to consolidate information required to brief the EDC and track strategic directives
and approvals.
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INCIDENT LOG
Standard naming convention for populated incident logs: yyyy-mm-dd_function_incident log
1. Incident Name

2. Time Period

3. Name (individual)

Date

From:

To:

Time

From:

To:

4. CMT Function

5. Incident Log (print multiple pages if necessary)
Date/Time

Significant Actions and Events

Date/Time

Significant Actions and Events (continued)
NO
IMPACT

HIGH
IMPACT

•• •
PEOPLE

6. Areas of
Concern for
this Time
Period

MED
IMPACT

INFORMATION

WORKPLACE

G Y R

TECHNOLOGY

OPERATIONS

G Y R

Name
7.
Prepared by

Signature
Date/Time
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Purpose:
The Incident Log is used to record details of significant actions and events of an
individual or team within the CMT structure. Incident logs provide a basic
reference from which to extract information for inclusion in any post-incident
report.

*Time periods are of no
fixed length but should be
no longer than 24 hours.

Preparation:
When used as an individual’s Incident log, each individual is responsible to initiate and maintain their own log.
When used as a team incident log, the leader of that team is responsible to ensure it is completed.
Distribution:
Completed Incident Logs are submitted to Planning. It is recommended that individuals retain a copy for their
own records.
Block Number
1

Block Title
Incident Name

2

*Time Period

3
4

Name
CMT Function

5

Incident Log

6

Areas of Concern

7

Prepared By

Instructions
Print the name assigned to the Incident.
Enter the start and end date (YYYY/MM/DD) and time (using the 24-hour
clock) for the timeframe to which the form applies.
Enter the title of the individual completing the log.
Enter the name of the CMT function or team being represented.
Enter the time (24-hour clock) and briefly describe significant actions and
events. If the time period covers more than one day, note the date also.
Activities described may include notable occurrences or events such as
task assignments, task completions, injuries, difficulties encountered, etc.
Note: This block can also be used to track personal work habits by adding
columns such as “Action Required,” “Delegated To,” “Status,” etc.
For this time period, indicate the level of impact on:
• People
• Information
• Technology
• Workplace
• Operations
Enter the name and signature of the person preparing the form.
Enter date and time prepared.
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INCIDENT ACTION PLAN (IAP)
1. Incident Name

2. Time Period
Date

From:

To:

Time

From:

To:

3. Current Situation

4. Incident Objectives

5. Actions Required

4
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6. General Security Message

7. Key Communication Message

8. Future Outlook

9. Briefing/Planning Cycle

5
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10. Organizational Structure
CMT Lead

—1 Legal Counsel

_I

H

Communications

I

I

I

I

Operations

Planning

Logistics

Finance/Admin

PSOD
IMTS

Business
Continuity
Coordinator

CSFM

CMT Member

Assigned Resources

Crisis Management Team Lead
Legal Counsel
Communications
Operations
o PSOD
o IMTS
o CSFM
Planning
o Business Continuity
Coordinator
Logistics
Finance
11. Document Management
Name

Signature

Date/Time

Prepared By
Approved By
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Purpose:
The Incident Action Plan (IAP) specifies the objectives, actions required and other appropriate information to manage
the incident.
Preparation:
The IAP is usually completed by the Planning functional lead and must be approved by the CMT Lead prior to
distribution.
Distribution:
The completed IAP may be distributed to all CMT members, and shared with stakeholders as appropriate.
Item #

Item Title

Instructions

1.
2.

Incident Name
Time Period

3.

Current Situation

4.

Incident Objectives

For this time period, enter clear, concise statements for what needs to be
accomplished. Ideally these objectives will be listed in priority order.

5.

Actions Required

6.

General Security Message

7.

Key Communication
Messages

Enter clear, concise statements to explain the specific actions that will be
taken to manage this incident and meet the incident objectives.
Enter information regarding known security hazards and precautions to be
observed during this time period.
Enter clear, concise messages to be communicated to internal/external
stakeholders, as well as the media.

8.
9.

Future Outlook
Briefing/Planning Cycle

Note potential future developments based on current information.
Note all incident management-related briefings (which may include media
briefings), Planning Cycle meetings scheduled within the time period
(include time and briefing title/lead, and EDC briefings).

10.

Organizational
Structure/chart
Document Management

Enter the names of personnel who have been assigned to each CMT role.

11.

Print the name assigned to the incident.
Enter the start and end date (YYYY/MM/DD) and time (using the 24hr clock)
for the timeframe to which the form applies.
Include specific information on the nature of the incident and known
consequences at time of report. This may include information on scope,
casualties, hazards, operational considerations, current response activities,
outstanding issues, identified needs, etc.

Enter the name and signature of the person preparing and approving the
form.

7

••

Crisis Management Guidelines
Appendix 3: Forms and Tools

ROYAL
COLLEGE
OF PHYSICIANS AND SURGEONS OF CANADA
COLLEGE
ROYAL
DES ME DECINS ET CHIRURGIE NS DU CANADA

SITUATION REPORT (SitRep)
1. Incident Name:

2. Briefing Date/ Time

4.Time Period

Incident Dashboard

Date

Time

From:

From:

NO m.
IMPACT

To:

To:

3. Incident Commander

MED
IMPACT

PEOPLE

INFORMATION

WORKPLACE

G Y R

G Y R

G Y 12

HIGH 16
IMPACT
TECHNOLOGY

OPERATIONS

,....••

5. CMT Report
a)

Background/ current
situation

b)

Current operations
impact

c)

Stakeholder
communications and
media

d)

Risk assessment/legal
considerations

e)

Probabilities and
predictions

f)

Recommendations

g)

Authorizations required
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6. Key Points

7. Directives/Approvals

8. Briefing Notes/Minutes

9. Scribe:

10. Approved By:
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Purpose: This tool provides a structure to consolidate information required to brief the EDC and track strategic
directives and approvals.
Preparation: It is prepared by the Crisis Management Team Lead. CMT members may be requested to provide
input.
Distribution: Once shared with the team being briefed, the form is provided to the scribe who is creating the
briefing minutes.
Block

Block Title

Instructions

1

Incident Name

Enter the name assigned to the incident.

2

Briefing Date and
Time

Enter the date and time of briefing.

3

CMT Lead

Enter the name of the CMT Lead who is delivering the briefing.

4

Operational Period

Enter the start/end date (month/day/year) and time (using the 24-hour clock)
to which the form applies.

5

CMT Report

The CMT provides updates relative to the current incident. Sample
considerations:
a. Background/Current Situation - Summary of the incident to date including
cause and current situation.
b. Current operations impact - Summary of the current status of the
operations of the organization including time critical functions.
c. Stakeholder Communications and Media - Summary of known stakeholder
reactions and media reports.
d. Risk Assessment / Legal considerations - Statement of the current risk to
the organization due to current status of operations.
e. Probabilities and Predictions - Statement of possible changes to the
current situation before the next briefing.
f. Recommendations - List of recommendations.
g. Authorizations Required - List of actions that require authorization.

6

Key points

Enter the key points for each section of the report.

7

Directives/
Approvals

Enter all of the strategic directives and recommendations received from the
team being briefed.

8

Briefing Notes/
Minutes

Enter additional information provided during the briefing not included above.

9

Scribe

Enter the name of the scribe.

10

Approved By

Enter the name, and signature of the member approving the form.

10

